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Fig. 1 Architecture diagram of automated driving system
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Fig. 2 Attack success rate curves
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Table 2 Adversarial attack success rate of model %
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Fig. 3 Post-training attack success rate of model
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Fig. 4 Post-training defense success rate of model
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Table 4 Defense training of image classification model %
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SRR 71.12 52.97 98.98 87.17 61.88 82.44 52.29 99.71
SN ZRn 54.46 26.10 93.87 33.64 25.90 27.81 22.87 91.08
R AL 52.42 26.14 80.94 58.41 27.26 40.81 2291 67.86
PACA H gkl 8.00 4.55 8.03 8.14 35.15 38.14 30.86 6.47

PACA A Al W 7 231 255 1 RG2S AL X 8
MR F i 7 vk A B A A R LB, XX PR A
REFRIACAEE ST o FESLBRI I S, R I Y
K PACA A SME IS B, AT U8R &
PR PR MR, (ELI2 5 0 o A T T B R R A A
BERY, AR HCHAD 2 RO BRI 2 T A R T 2

5 HEWIEHE

R TR T 977 TR 9 45 DA RE AR 1) A S 9 A 50k
VR R A R0T5, He AP 5 A A TR) X AR A A
TR 0 s J5 (9 AT e SR B, DS [R) Bl 3 2
A XA A A T X I 2 DA 7~ T Bl e SR 4
T & 28 R ARAT Ty Wi s 48 M, AT 5 4 2

SN A e FE B R o AN SO 8 A il U ik o
B AT ResNet BEAT Iy, A AR H 0 2 L 14
B A AN R SR R R, DA T I
B TZE ST o

5.1 EmERIEIER

T 3 0 R T Bl T XTI R i A AN [
Pesh R BN INZRhn a5 BRI 3aCi A R X 1 A
AB T IUER A, LA BT PRI 23 SASE TR ) i A 7 7
s IR 5 A5 R ResNet i F 8 Rt ity 7 vk 7 A [
P RBCT AR HUREA A T X 5T S, Ul 25
JE BRI AR R AR A O S HERf R o X 45 p Bl 4 )1
ik, BRHO3 A JMER RS, ke s K
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Table 5 Accuracy gain matrix of image classification model %
- FGSM FFGSM
Eiitan JEhf
Ky, =0.141 18 kp=0.156 86 kp=0.172 55 k,,=0.123 53 kp=0.137 25 kp=0.150 98
e SliAES 73.65 80.28 80.89 81.61 82.78 82.19 82.62
B RFGSM MIFGSM
ity J5ld
K, =0.113 65 Ko, =0.126 27 Ky, =0.138 90 Ky, =0.118 24 Koy =0.131 37 ks =0.144 51
SIRUERR 73.65 74.69 78.67 80.00 79.64 78.99 79.45
B BIM PGD
Bz JE I
Ky, =0.231 18 ko, =0.256 86 Ky, =0.282 55 Ky, =0.141 18 ko, =0.156 86 ks =0.172 55
el ES 73.65 82.67 82.67 82.67 80.57 80.57 80.57
B PGDL2 EOTPGD
Bz JE I
k45, =0.900 00 k4, =1.000 00 Ky, =1.100 00 k4, =0.270 00 k4, =0.300 00 k4, =0.330 00
SYAUER 3 73.65 82.64 82.69 82.31 74.99 75.00 73.77
o84 RIBIRLXS AR A 1 2 S HERR R B AR &, JF BT
g 82 — IR § e p o 2 §
£ TR, P AR 3 RO 4 Bl et
%m PUOREAS XS BB FEA T 5, BN L A A A 1 23 R HE A
&7a AT PEHE . 0 T R0 KB 8 FGSM,
%n FFGSM. BIM. PGDL2 % 4 Fl s 1 4 7 5 A Il 25l L
oo AR R BRI A R A 2 e, R P (25
AMYUNG FFGSM  MIFGSM  PGD  EOTPGD AT X T IR A RE A 1 35 4 B 18 5% B Sl FGSML,
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KI5 RS JERER A WA 5 - V- v R i a5 14

Fig. 5 Bar chart of average accuracy gain of defense methods
for image classification model
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Table 6 Robustness gain matrix of image classification model %
BIWIRFS FGSM FFGSM RFGSM MIFGSM BIM PGD PGDL2 EOTPGD
ks =0.141 18 47.00 66.99 37.95 30.12 63.53 45.50 68.84 46.21
FGSM ks =0.156 86 45.54 64.18 43.46 25.79 61.15 40.90 67.88 45.45
Koy =0.172 55 44.07 63.22 48.20 25.18 60.25 3933 67.08 50.32
ks =0.123 53 47.36 73.44 16.43 45.94 73.16 63.44 76.50 30.78
FFGSM ks =0.137 25 47.61 73.90 17.31 46.22 73.34 63.82 76.64 31.81
Koy =0.150 98 47.11 74.11 17.03 46.00 73.54 63.64 76.77 32.02
ks =0.113 65 33.60 60.63 6.88 26.34 57.45 40.44 63.25 8.64
RFGSM ks =0.126 27 33.93 61.67 6.13 27.42 60.00 4221 65.91 8.26
ks =0.138 90 28.04 58.45 2.85 20.46 5530 32.96 62.86 235
ks =0.118 24 65.97 76.92 55.72 67.90 76.72 74.09 77.58 62.34
MIFGSM ks =0.13137 64.90 75.65 54.57 66.36 75.58 72.43 76.62 61.97
Keps=0.144 51 63.87 75.82 52.49 65.23 75.66 72.09 76.80 59.83
ks =0.23118 4933 74.51 19.23 48.48 74.10 65.10 76.93 34.19
BIM ks =0.256 86 4933 74.51 19.23 48.48 74.10 65.10 76.93 34.19
K, =0.282 55 4933 74.51 19.23 48.48 74.10 65.10 76.93 34.19
ks =0.141 18 61.63 76.60 46.05 63.32 76.50 72.19 77.76 56.45
PGD ks =0.156 86 61.63 76.60 46.05 63.32 76.50 72.19 77.76 56.45
Ky =0.172 55 61.63 76.60 46.05 63.32 76.50 72.19 77.76 56.45
K5 =0.900 00 46.64 73.82 14.59 44.69 73.31 62.78 76.72 28.51
PGDL2 ks =1.000 00 48.13 74.27 17.51 47.14 73.83 63.97 77.13 31.99
ks =1.100 00 50.86 74.89 21.65 50.57 74.42 66.18 77.23 36.71
ks =0.270 00 38.06 63.97 13.74 33.83 62.65 49.13 66.91 18.94
EOTPGD ks =0.300 00 3251 59.32 7.34 26.16 57.25 40.34 63.11 8.92
K, =0.330 00 31.48 58.46 6.36 24.83 56.41 38.58 62.11 7.31
00 Ji A MR UREA 0 SR LTS P
% -MIFGSM -BIM__ -PGD PETF 3L GFIIE, THIPIR AT AR F XA
\° 32 FeAEB A% A MIFGSM Al PGD i3 2 Fhaleeh 7k o
&0 5.3 WZEERIIIER:
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K6 MRS IR Wi 5 vk -S4 e v Ui ]
Fig. 6 Bar chart of average robustness gain of defense methods
for image classification model
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Table 7 Gain matrix of game strategy for image classification model %
AN P FGSM FFGSM RFGSM MIFGSM BIM PGD PGDL2 EOTPGD

0 65.97 76.92 55.72 67.90 76.72 74.09 77.76 62.34

10 67.34 77.19 58.11 69.07 77.01 74.65 78.04 64.07

20 68.70 77.46 60.50 70.25 77.31 75.20 78.32 65.80

30 70.07 77.79 62.90 71.42 77.72 75.76 78.80 67.53

40 71.44 78.19 65.29 72.60 78.13 76.31 79.35 69.26

50 72.81 78.60 67.68 73.77 78.54 76.87 79.91 70.99

60 74.17 79.41 70.07 74.94 79.24 77.42 80.47 72.72

70 75.54 80.22 72.46 76.19 80.10 78.06 81.02 74.45

80 76.91 81.04 74.93 77.29 80.96 79.16 81.58 76.18

90 79.34 81.85 78.27 79.25 81.82 80.91 82.15 78.48

100 82.78 82.78 82.78 82.78 82.78 82.78 82.78 82.78
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Fig.7 Gain curve of game strategy for image classification model
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Research on adversarial attacks and defense performance of image classification
models for automated driving systems

TANG Jun, HUANG Wenjing, LI Shuang, WU Zili
(CRRC Zhuzhou Institute Co., Ltd., Zhuzhou, Hunan 412001, China)

Abstract: Image classification models have been widely applied to facilitate functions such as autonomous perception and position-
ing for automated driving in many transportation systems, including automobiles, autonomous rail and urban rail transit systems. Howev-
er, output and judgment errors generated by these models due to the presence of adversarial examples, impose a great impact on the secu-
rity and safety associated with their applications in automated driving systems. A sensitivity analysis-based noise superposition attack
strategy was employed to perform white-box adversarial attacks against ResNet, a typical image classification model. Subsequent studies
evaluated the attack effects and defense performance. Firstly, algorithms such as FGSM, BIM, and PGD were selected to generate adver-
sarial examples and tests were conducted through adjusting perturbation coefficients to determine attack success rates under small pertur-
bations. Then, sensitivity analyses were carried out across different regions and examples to identify attack mechanisms using three ad-
versarial interpretation algorithms: LRP, Grad-CAM, and LIME. Based on these analysis results, optimization algorithms such as swarm
intelligence defense and adversarial training were adopted to verify the classification performance of the model following adversarial
training. A benefit matrix for attack and defense was established using a game algorithm, leading to the development of an optimal de-
fense strategy. Finally, a solution was proposed to ensure security and safety associated with the application of image classification mod-
els in advanced driver assistance systems, based on the study findings of adversarial attacks and attack-defense strategies.

Keywords: transportation; automated driving; cyber security; functional safety; image classification; adversarial examples; defense

performance
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